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Frequent Itemset Mining

• Discover patters (itemsets) that 
frequently emerge in a transactional 
database 

• A typical example: Market Basket 
Analysis 

• Analyzes customer buying habits by 
finding associations between the 
different items that customers place 
in their shopping baskets

• Next, association rules of the form {A}{B} can be generated, which 
have a clear antecedent (premise) and consequent (conclusion)



Association rules mining

The discovery of interesting correlation relationships among huge 
amounts of business transaction records can help in many business 
decision-making processes such as catalog design, cross-marketing, and 
customer shopping behavior analysis.



Data Mining & Data Hiding

• Data mining can violate privacy

• Data about individuals may
reveal their identity!

• Business related data may 
reveal trade secrets!

• Privacy Preserving Data Mining 
Techniques 

• Facilitate the mining of data 

• Prohibit the leakage of sensitive 
information (data sanitization)



Problem Definition

Input: A database D, a set of frequent sensitive itemsets S, a support 
threshold σmin

Output: A sanitized database D΄, where itemsets of S does not appear 
(are hidden)

 An NP-hard problem (Atallah et al., 1999) 

 Approach: Enumerate the ideal positive border (i.e. the set of all 
maximal itemsets) of the sanitized database D΄

 Borders form a condensed representation of frequent and infrequent 
itemsets of D



An Example

S = {ac, bd, abc, acd}, σmin = 3 
D’

D

• The positive border:

• The negative border: 

• S: The set of sensitive itemsets to be hidden



A Heuristic Coefficient-Based LP method

 Calculate coefficients:

 How much the frequency of any itemset might be decreased?

 Ei = endangered itemsets (freqD – Thr < minf)

 Pricing parameter:

 LP Formulation:

𝑇ℎ𝑟 =  argmax
∀𝑋∈𝑆𝑖|𝑋∩𝑗

∗≠∅
𝑓𝑟𝑒𝑞𝐷(𝑋) − 𝑚𝑖𝑛𝑓 

𝑃𝑖 =  (1 − 𝑓𝑟𝑒𝑞𝐷(𝑋))

∀𝑋∈𝐸𝑖

 



A Heuristic Coefficient-Based LP method

• Sanitization

• Find all sensitive itemsets contained 
in the first transaction.

• Find the most frequent item in Si.

• Breaking ties sequence:

1. Most frequent item in Si

2. Least frequent item in    

3. Item with maximum frequency.

4. Randomly selected item.

• Repeat for each transaction

F
~

Side Effect Inf. Loss

Exec. Time 
(Python)

Exec. Time 
(Cython)



A Heuristic Coefficient-Based LP method

The algorithm of Kagklis et al. (2014)

The algorithm of Menon et al. (2005)



A Heuristic Coefficient-Based LP method

• Experimental Evaluation on real datasets

• Metrics: Side Effects, CPU Time, Information Loss



The Transversal Hypergraph model

 Represent transactions of D as edges of 
a hypergraph H (a generalized graph)

 Generate the transversal hypergraph 
Tr(H) i.e. all minimal hitting sets of H

 The output (minimal transversals) may 
be exponentially large

 The decision problem is in co-NP[log2n] 
(Kavvadias & Stavropoulos, 2003)



The Transversal Hypergraph model

THG is any transversal enumeration algorithm, that is time and space
efficient i.e. output polynomial (Kavvadias & Stavropoulos, 2005)

The algorithm of Stavropoulos et al. (2015)



A Positive Border-based ILP formulation

 Utilize the ideal positive border to sanitize 
D with the minimum information loss

 Formulate an ILP and solve it using CLPEX

 Define suitable information loss metrics

 Experimentally evaluate and compare the 
method vs previous ones 



A Constraint-Based Model for the FIH Problem

Some formal definitions



A working example
A sample database

Lattice of 
itemsets  

before 
hiding

Lattice of 
itemsets  
after 
hiding

𝜎 = 1/3



A Boolean Formula for Representing Sensitive Itemsets

• Sensitive Itemsets 𝑆𝐷
𝑠 are expressed by a Boolean formula 𝐵𝐷

𝑠 in 
Disjunctive Normal Form (DNF) with positive terms

• A DNF is a disjunction of terms (conjunction of literals)

After removing 
redundancy

In our example:



A Boolean Formula for Representing Sensitive Itemsets

• To satisfy 𝐵𝑑−(𝑆𝐷
𝑠), it suffices to assign 1 to the variables of a term

• Thus, every term (frequent itemset) defines a pattern of truth 
assignments (t.a.) that satisfies 𝐵𝑑−(𝑆𝐷

𝑠)

• For the non-frequent itemsets, we want their negative patterns to 
satisfy ( )s

DBd S



A Boolean Formula for Representing Sensitive Itemsets

In our example: 

• 𝑡𝑎𝑐 = 11 and 𝑡𝑏𝑑 = 11 define the t.a. that satisfies 𝐵𝑑−(𝑆𝐷
𝑠)

• The sensitive itemset 𝑎𝑏𝑐 defines a pattern 𝑡𝑎𝑏𝑐 = 111 of t.a. that 
satisfies 𝐵𝐷

𝑠 while its negation 000 does not satisfy the negation of 𝐵𝐷
𝑠

• 𝑎𝑏𝑐 is sensitive and should not be mined from D’, while 𝑎𝑏 is not 
sensitive (its negation satisfies negation of 𝐵𝐷

𝑠 ) and it can be mined 
from D’ 

• should hold for the frequent patterns that can be 
induced from the sanitized database D’



A Constraint-Based Theory for Mining of Borders

• A constraint C of itemsets is a function 

• An item X satisfies a constraint C iff C(X) = true

• The theory of a constraint C is the set of itemsets that satisfy C

• For the itemsets X and Y, a constraint C is antimonotone if

• The support constraint           is antimonotone 

• The constraint that is related to the non-sensitive itemsets, 
is also antimonotone



A Constraint-Based Mining Alfgorihtm

Both constraints           and
are pushed into the 

frequent itemset mining 
algorithm that generates 

in order to create 



Experimental Evaluation

• Comparison with conventional Level-wise Apriori Algorithm

• Metrics: CPU time

• Datasets: real and synthetic



Experimental Evaluation Results



A Frequent Itemset Hiding Toolbox



Toolbox GUI



A Comparison of Border Revision Algorithms

A level-wise algorithm

 Check whether each 
sensitive itemset is 
subset of a itemset in 
the initial border 

 Checks which of the 
subsets of the 
eliminated itemset 
should be added to the 
revised border

 Proceed in a level-wise 
manner in the lattice of 
itemsets

A transversal hypergraph-
based algorithm

 Compute the hypergraph 
H that corresponds to 
the minimal union of the 
negative border and the 
sensitive itemsets

 Generate Tr(H)

 Represent Tr(H) as a 
family of itemsets (the 
ideal positive border)  

A constraint based-
algorithm 

 Formulate a DNF 
Boolean formula 

 Utilize appropriate 
constraints related with 
the minimum support 
and the non-sensitive 
itemsets

 Incorporate the above 
constraints to Apriori
algorithm



A Comparison of Border Revision Algorithms



The Inverse Frequent Itemset Mining Problem

 Given a collection F of itemsets, is there a database D where these itemsets are 
frequent? 

 Emerging in privacy preserving data publishing and database generation for 
benchmarking

 The IFM problem is NP-Hard and in PSPACE (MieliKainen, 2003)

 Strongly related with the probabilistic satisfiability problem (Georgakopoulos et 
al., 1988) and the transversal duality problem (Fredman & Khachiyan, 1996)

 Several interesting variants have been proposed (Calders, 2004, Guzzo et al., 
2009)

 Recent approaches solve IFM via Large-Scale Linear Programs (Guzzo et al.,2013) 

 Open problems: effective column generation techniques to feed Simplex 
Method, efficient implementation using CPLEX, complexity issues
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