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Privacy and data protection in
mobile applications

A study on the app development ecosystem and the

technical implementation of GDPR
NOVEMBER 2017

Wwww.enisa.europa.eu European Union Agency For Network and Information Security -
*
. enisa
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[MTAPAKOAOYOHZ2H
ME2Q KINHTQN
EOAPMOI'QN



MOBILE APPS: ENA 2YNOETO
OIKOZY2THMA
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Linux

Android Platform

Source: Y. Acar, M. Backes, S. Bugiel and M. Smith, SoK: Lessons Learned from Android Security Research for Appified Software Platforms.
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BAZIKA ZHTHMATA TTIPOZTAZIAZ
AEAOMENQN

* [ToAAaTTAOI pOAOI KOl ApUOBIOTNTEC
 EvnuEpwaon Tou XpNnoTn

« 'EAgyxoc kal ouykataBeon

* Mn gg¢ouaiodoTnuEveg OI1aRBIBACEIC OEDOUEVWV
* Anuioupyia TTPOPIA

« Alatipnon/oiaypapr) OEOOUEVWV
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NMAPAAEITMA: APP PERMISSIONS
(EZOYZIOAOTHZEIY)

O xpnoTtng ouxva avaykadletal va dwaoel OAa Ta
permissions waoTe va OOUAEUEI CWOTA N EQAPUOYH.

Ta permissions dgv AvVTIOTOIXOUV £va TTPOC £va ME TA
OedOPEVA TTOU UPioTavVTal ETTECEPYATia (TT.X. TTPOCBaonN
OTNV KAPEPQA PTTOPEI VA ETTITRPEWYEI AUTOPATA TTPOCBO0N
KAl OTIC PWTOYPAPIEC).

H avdakAnon evog permission dev e€ac@alilel 0TI N
epapuoyn Ba ouveyilel va OOUAEUEI KOVOVIKA.

KATrolEG epapuUoyEC evOEXETAI Va (NTOUV TTEPICOOTEPA
permissions (kKal ETTONEVWC TTPOCRAcn o€ 0EdONEVQ)
a1TO O0Q TTPAYMATIKA XPEIAloVTal.

KATTOIEC EPAPUOYEC EVOEXETAI VA £XOUV KEVA

Ao @QaAEiag, EKBETOVTAC TA TTPOCWTTIKA OEOOPEVA OF
KivOuVvoO.
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[TAPAKOAOYOH2ZH ME2Q KINHTQN
EOAPMOIQN

* [lapakoAoUBnon HEOW OUYKEKPIMEVWV
UTTNPECIWV/EQAPUOYWV.

* [lapakoAouBnon pEow TTOAAATTAWYV EQAPHOYWV
(cross-app tracking).

» Aoyiopiko TpiTwyv - Third party libraries (11.x. yia
dlapAMIoN, ECAaYWY OTATIOTIKWY, KATT.).

» Al0OUVOEDN HECW POVAOIKWY aVAYVWPIOTIKWY O€
OIOPOPETIKEG EQAPHUOYEG (KOl PJE DIAPOPETIKA ETTITTEDA
permissions).

* [lapakoAouBnon HEow TTOAAATTAWY CUOKEUWV
(cross-device tracking).
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YA/ Internet Health Report 2019

Which companies get data from
959,000 mobile apps?

Subsidiaries of Google's parent company Alphabet get data from 88% of
apps via different types of utilities for ads, traffic analytics and more that
can track users.

Alphabet
Facebook
Twitter
Verizon
Microsoft
Ay
Technelogies
Chartboost
AppLovin

Cloudﬂaﬁe
Otello
(Opera)
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% of 959,000 apps that share data with companies

Third Party Tracking in the Mobile Ecosystem by Reuben Binns, Ulrik Lyngs, Max Van Kleek,
Jun Zhao, Timothy Libert, Nigel Shadbolt. In: Proceedings of the 10th ACM Conference on
Web Science, 2018

*
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BA2ZIKA METPATIPOXTAZIAZ
AEAOMENQN

ENHMEPQZH IAIQTIKOTHTA 2TO

e 2& TTOAANQTTAQ £TTITTEDQ 2XEAIAZMO

e 2TOYXEUMEVA UE BAon TO * [leplopioudC permissions
KOIVO (TT.X. TTaidIq) * Ao@aAcia

* 'EAcyxoc diafifacswyv

AOIZMIKO TPITQN YEYAQNYMOINOIHZH
[1epiopIoUOC AoyIOUIKOU * [leplopioPOC HOVadIKWV
TPITWV AVAYVWPIOTIKWV

‘EAeyX0C yEOoW CUMBATIKWYV » [leplopiopoc avraAAayng
OpwVv OEOOUEVWV HECW apps
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MIA ENAANAKTIKH NMPOTAZH

Progressive Web Apps (PWA) - Epappoyég MNMpoodeuTikig AvaTrTuéng

Native Apps App Progressive Web Apps
Distribution - \

-
Mobile Device Mobile Device

r e ) A O ET TN
Platform-Specific App App 1 Browser/Web Container 1
d Store Net !r :
e .—.i Progressive Web App E
| i
osps | osapl ||| AP API |1 WebDB || webAPI !

1 1)

LL W, __JJ \.. N e e e e i — —  — — — — — i — — "_93‘

Mnyn: EDPS, https://edps.europa.eu/sites/edp/files/publication/19-11-07_mobile_apps_en.pdf

« NAIyoTEPQ TPITA HEPN
« Kauia d01aoUvOEQn HE EYKATECOTNMEVES EQAPHOYES
« XpNAon avoIiKTwV TTPOTUTTWV
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MAPAKOAOYOHSH
MEZQ
FEQ-ENTOMIZMOY
(AIKTYA WI-FI)



YINOAOMEZ/AIKTYATEQ-ENTOIMNIZMQOY

Aedopéva Baoncg (TTapoxol TNAETTIKOIVWVIWY)
TexvoAoyia GPS (Global Positioning System)
Aouppuartn emmkoivwvia: Wi-Fi, Bluetooth, ..

v' Tvwun 13/11 O.E. 29: Geolocation services on smart mobile devices

v IWGDPT: Working paper on location tracking from communications
on mobile devices

*f -,
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[MTAPAKOAOYOH2H ME2Q WI-FI

@ — === = »

Signal Strength,
Location,
Date/Time)

MAC Example: AB: CD:EF:12:34:56

*
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ANAAY2H ENIZKEINTQON (RETAIL
ANALYTICS)

#14:40:02:FO:AA:BB o 2
Device: iPhone 5 2€ £’VG
Dwell time: 20 min KATaoTnua;
2nd visit

e« 2¢ ¢va mall;

* Me 1TpOBOAN
dlapnuicewy;

*  Me karaypagn

Kol GAAWV
#AA:50:12:G1:CD:EF ,
Device: iPad 3 OTOIXEIWV,
Dwell time: 30 min (-|-|-_X_
3nd yisit

email/login oTo

#00:60:20:AB:CD:EF QaVOIKTO Wifi
Device: Galaxy 3 6iKTUO).
Dwell time: 10 min
1stvisit
*‘!

*
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ANAAY2ZH KINHZHZ & AIAAPOMQN

WESRISD! 3 INDEPENDENT

TfLis going totrack all London
Underground users using Wi-Fi

From July 8, TfL will track every Wi-Fi enabled device that travels across the tube
network. Want to opt out? Turn your Wi-Fi off

Edinburgh
Airport

CURRENT
SECURITY
QUEUE TIME

MINUTES

By JAMES 0'MALLEY

Menu

What do we use your personal data for?

Every day, more than 1.2 million travellers use the train stations in the Netherlands. As hubs of

on is a special location that lets you transfer

pedestrian traffic and public transport, a st
between trains, urban and regional public transport, bikes, cars, and increasingly diverse
lities

201 Waring Abbott/Getty Images

services and fac:

Together with our partner ProRail, we are censtantly working to enhance security and improve
tation. To that end,
walking routes, waiting times, and waiting areas for travellers and other station users. In this

our services in and around the

s essential to gain insight into the flows

context, we are currently mapping traveller flows at a number of large stations by means of
sensors that detect WiFi signals emitted by mobile phones, which is also known as WiFi
tracking. We use this method in combination with counter sensors to gain a complete picture
of passenger flows. We also ensure that sl information genersted by the sensors is procezsed
securely and carefully, and in such a way that no infarmation, can be traced back to individual
passers-by. Your privacy is therefore guaranteed. Naturally, you can also choose to switch off
the WiFi on your mobile device, and it will no longer be tracked
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| TRAVELLERS’ SMARTPHONES TO
REDUCE QUEUING TIMES ™

_
Smartphones are helping airports move travellers
through faster
( Paul Sillers )

2 Min NS

= Nederlands

Q search

wifi
tracking

_ ((!))

Voor meer informatie:
www.ns.nl/privacy
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BA2ZIKA ZHTHMATA TTIPOXTAZIAZ
AEAOMENQN

« ['KTIA n/kar Odnyia 2002/58 (eprivacy);

* Nopikn Baon TnG €TTECEPYATIAC: oUYKATABEDN ) EVVOUO
OUMQEPOV,

* POoAor: utteuBuvocg/ekTeAwV — ouvuTtrEUBUVOI
ETTECEPYAOIAC

e 1DIWTIKOG/ONUOOI0C XWPOGS

 EvnuéEpwon

* Aoknaon OIKAIWMATWY UTTOKEIJEVWYV TWV OEO0ONEVWV

« Meétpa TpooTaciac: weudwvuuotroinon (1r.x. Hash pe
KAE1Oi), EAayloTOTTOIiNON XPOVOoU THPNONG OEQOUEVWIV
(T1.X. 24 WPEQ).
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2YMINEPAZMATIKA

« Mia TTEpPIOXN YIA TTEPAITEPW/EKTEV] AVATTTULN.

* AvAykn KaBopIoUoU TTEPITITWOEWV XPNONG KAl KATEUBUVTHPIWY
YPOHHWV.

* [lpooTtacia TTPOCWTTIKWY OEQOUEVWY OTO OXEDIQTHO Kl
eCoplopou: HIAwvVTAC TNV YAwooa Twv developers!

« ETmépevo oT1ddio - TTapakoAouBbnon oTo «dIadikTuo Twv
TTPAYMATWV»: ECUTTVEC/OUVOEDEUEVEC/POPNTEC OUOKEUEC
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